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Imagine a postcard. How hard would it be for someone to flip it
over and read what you’d written? Email is a lot like that postcard
— exposed. What you write in email becomes public the moment
you hit the send button. It travels over public networks and along
the way it can be easily intercepted, read and even altered.

Private Post is email just as you know it except it’s delivered inside
an envelope only the intended recipient can open. This keeps it

safe from prying eyes.
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Protecting Privacy

SPAM, spyware, viruses, phishing, identity
theft. Every day we are inundated with
malware — malicious software roaming free
across the internet. Your exposed email
offers hackers the perfect opportunity to
harvest private information about you and
use this to their financial gain. You wouldn’t
even know it was happening.

Hackers scrape the most common pieces
of information from your emails for SPAM
and identity theft. Often this is information
you probably don’t think is important: your
email address, your name, your phone
number or company address, the names
and email addresses of your friends.

Encryption is not in common use because,
until now, there hasn’t been a program
easy enough for everyone to use.
Encryption effectively scrambles the content
of your messages and links this to the
intended recipient’s email address so the
person you sent the email to is the only
person who can read it.
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It takes just minutes to install Private Post
and register as a user — no training or special
knowledge required. The program puts a
Make Private button on your email toolbar
and, when you click it, your message is
scrambled for the intended recipient.
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With Private Post you can immediately
securely email anyone on the planet. All you
need is their email address. It is the first
email system in the world that doesn’t
require pre-enrolment or a physical
exchange of secret keys between users. It
works very quickly and quietly in the
background and you carry on using your
email system as normal.

When you email someone who hasn’t
already installed Private Post, they receive an
email envelope which gives them our web
site download link for their own free copy. In
minutes they will be ready to go: using the
personal passphrase they created during
registration they will be able to open your
email and send and receive private email to
and from anyone, anywhere, any time.

WHAT PRIVATE 7oST DoFS

Private Post performs the three functions
essential to email privacy:

1. Encrypts email messages
2. Decrypts email messages
3. Verifies the sender

We are committed to always offering a
free basic version that performs these three
functions.
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Private Post is as mobile as you are. You
can compose or read your email sitting on
a plane, in a car or in a coffee shop. In
other words you can use it without being
connected to the internet. Most other
systems require a live internet connection.

Private Post requires no additional
hardware, has zero infrastructure cost, and
updates automatically.

Private Post does not automatically encrypt
every message you send. You can set the
system to make new messages private by
default or you can decide which you want to
encrypt on a message by message basis.
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We have spent more than three years
developing Private Post’s underlying
security, making it possible to add military-
grade encryption to all your email without
having to be a rocket scientist or a four
star general.

Private Post: Configuration

Ermail Options
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General Options | Email Options éPassphrase Options | Auto Update

Make new messages private by default
[Jautomatically open Private Post
Display digital signature infarmation
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100,000,000,000,000,000,000,000,000,00
0,000,000,000,000,000,000,000,000,000,0
00,000,000,000,000,000,000. That’s the
number of different keys a potential hacker
would have to try in an attempt to break
Private Post’s encryption. It is based on
Advanced Encryption Standard (AES)
cryptography which encrypts every email
using 2%¢ possible keys.

We never handle, transport or store the
actual content of the email messages that
are being secured with our technology.
Other solutions store and forward your
message and they also hold your
encryption keys. Some solutions only allow
you to read your encrypted email on their
server, which is unacceptably insecure.
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Encryption requires the secure exchange of
secret keys between sender and receiver.
This has been a challenge since the earliest
systems invented by Julius Caesar and
even modern systems have not been able
to overcome it elegantly — until now.

At the core of Private Post is the only fourth-
generation key exchange solution in the
world today, the Sakai Kasahara key
encapsulation mechanism called SK-KEM. A
highly technical system, it is by far the most
intelligent key exchange solution available
today and makes Private Post the world’s
most user-friendly email encryption system.
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Private Post is the world’s first fourth
generation crypto system. It allows PC
users all over the world to send email safely
in a way no other encryption product has
ever been able to achieve. Most of us use
email more often than any other form of
written communication and most of us face
the same risks of privacy theft every time
we send an emalil. Yet outside a select
group of people in the IT industry,
encryption is not well known because the
systems developed to date are too
cumbersome for everyday use.

With Private Post, for the first time in the
history of computing, anyone with an email
address can send completely secure and
private email to anyone else with an email
address.

oUR VISToN

When the internet was originally assembled
30 years ago, everyone involved realised
that data must be encrypted and
authenticated but they didn’t know how to
do it, nor could they foresee that the world
would come to rely on email.

Today Identum is retro-fitting the vital
security that is missing from the internet’s
infrastructure, pioneering a new era in
secure internet communication. Someday
all email will be encrypted this way.
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+44 (01628 82 82 80
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North America
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+1 703 234 7916
usinfo@identum.com

Asia Pacific
Identum
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Hong Kong

+852 2591 1801
apinfo@identum.com
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